CH LDREN ONLI NE

Conputers have traditionally been trusted by both children and
adults as reliable and accurate sources of information. The rapid
grom h of online services and Internet access has added a new

di mensi on to nodern conputing. Through a conputer nodem and phone
line children now have access to an al nost endl ess supply of

i nformati on and opportunity for interaction. However, there can
be real risks and dangers for an unsupervised child.

Most online services give children resources such as

encycl opedi as, current events coverage, and access to libraries
and ot her valuable material. They can al so play ganes and
comunicate with friends. The ability to "click” fromone area to
anot her appeals to a child's natural inpulsivity and curiosity
and needs for immediate gratification or feedback.

Most parents teach their children not to talk with strangers, not
to open the door if they are hone alone, and not to give out
information on the tel ephone to unknown callers. Mst parents

al so nonitor where their children go, who they play with, and
what TV shows, books, or nmgazines they are exposed to. However,
many parents don't realize that the sane | evel of guidance and
supervi si on nmust be provided for a child' s online experience.

Parents cannot assume that their child will be protected by the
supervi sion or regul ation provided by the online services. Mst
"chat roons" or "news groups" are conpletely unsupervised.
Because of the anonynous nature of the "screen nane,"” children
who communicate with others in these areas will not know if they
are "talking”" with another child or a child predator pretending
to be a child or teen. Unlike the mail and visitors that a parent
sees a child receive at home, e-mail or "chat room activity is
not seen by parents. Unfortunately, there can be serious
consequences to children who have been persuaded to give persona
information, (e.g. name, passwords, phone nunber, address) or
have agreed to neet soneone in person

Sonme of the other risks or problens include:

Chil dren accessing areas that are inappropriate or
over whel m ng;



Online information that pronotes hate, violence, and

por nogr aphy;

Chil dren being m sl ead and bonbarded with intense
adverti si ng;

Children being invited to register for prizes or to join a
club when they are providing personal or household

i nformation to an unknown source; and

Hours spent online is time | ost from devel opi ng real soci al
skills.

In order to make a child' s online experience nore safe and
educational, parents should consider the follow ng:

Limt the anount of tinme a child spends online and "surfing
t he web";

Teach a child that talking to "screen names” in a "chat
room' is the sanme as talking with strangers;

Teach a child never to give out any personal identifying
information to another individual or website online;

Teach a child to never agree to actually neet someone they
have net onli ne;

Never give a child credit card nunbers or passwords that

wi Il enable online purchases or access to inappropriate
services or sites;

Rem nd a child that not everything they see or read online
is true;

Make use of the parental control features offered with your
online service, or obtaining commercially avail abl e
software prograns, to restrict access to "chat lines," news
groups, and i nappropriate websites;

Provide for an e-nmail address only if a child is mature
enough to manage it, and plan to periodically nonitor the
child s e-mail and online activity;

Teach a child to use the sane courtesy in conmunicating
with others online as they would if speaking in person --
i.e. no vulgar or profane | anguage, no nane calling, etc.;
and

Insist that a child follow the sanme guidelines at other
computers that they m ght have access to, such as those at
school, libraries, or friend s hones.

Parents shoul d renmenber that conmunicating online does not
prepare children for real interpersonal relationships. Spendi ng
time with a child initially exploring an online service and
periodically participating with a child in the online experience
gi ves parents an opportunity to nonitor and supervise the
activity. It is also an opportunity to |learn together.
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